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VPN Connection

To gain access from outside (from home, hotel, or another office) to the enterprise's local network
located behind SafeUTM, you can connect via VPN from this machine (computer or mobile device)
to the SafeUTM server.

For client-to-site VPN, our server supports four tunneling protocols: IKEv2, SSTP, L2TP/IPsec, and
PPTP.

For security reasons, it is not recommended to use the PPTP protocol (it is left for
compatibility with outdated operating systems and equipment, as well as for authorization in
a local network where there are no requirements for strict traffic encryption).

IKEv2 protocol is recommended in terms of speed and security.

You can use the user's personal account to distribute instructions on creating custom VPN
connections.


https://docs.safedns.com/books/42-setup-users/page/ipsec-ikev2
https://docs.safedns.com/books/42-setup-users/page/sstp
https://docs.safedns.com/books/42-setup-users/page/l2tp-ipsec
https://docs.safedns.com/books/42-setup-users/page/authorization-by-pptp
https://docs.safedns.com/books/42-setup-users/page/users-personal-account

Authorization by PPTP

Do not use this type of connection. This connection method is EXTREMELY insecure and has
been left solely for compatibility with older solutions. Use IPsec-IKEv2.

Authorization by PPTP protocol involves authorization via a secure network tunnel between the
user’s network device and the SafeUTM internet gateway.

e A login/password bundle is used for user authorization and Active Directory users.

e To authenticate by PPTP protocol you need to assign an IP address to a network device, as
well as configure a connection using the PPTP protocol, specifying the SafeUTM gateway IP
address as the PPTP server address.

Upon successful authorization and establishment of a network tunnel, an additional IP address will
automatically be assigned to the network device to gain access to internet resources. Using
authorization by PPTP does not affect the ability of a network device to access LAN resources in any
way.

Configuring SafeUTM Global Settings

To set up authorization by PPTP protocol you need to perform the following actions:

1. Go to Users -> VPN connections.



2. Select PPTP Authorization and click Save.
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You can edit your login and password in the tab Users -> User & Group upon selection of a
necessary user.
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The user is assigned an IP address automatically from the pool of addresses for VPN configured in
the section Users -> VPN connections (for example, 10.128.0.0/16).

In order to set up a static binding of addresses issued via VPN to certain users, go to Users ->
VPN connections -> Fixed VPN IP Addresses, click "+ Add" and specify the intended user and
IP address. An example of a fixed VPN IP address can be seen below:

VPN connections ~ &) ﬁP o @
Waorking
General Fixed VPN IP addresses

Network for VPN connections: 192.168.0.0/16

User IP address Operations

= Ryan Howard 192.168.150.55


https://docs.safedns.com/uploads/images/gallery/2022-08/mOvMe1PVo2m7JWQS-2-authorization-by-pptp.png
https://docs.safedns.com/uploads/images/gallery/2022-08/3rJ9igeJzXSwTiOD-3-authorization-by-pptp.png

When connecting from the internet, we recommend using IPSec IKEv2, L2TP IPSec, or SSTP for
more reliable traffic encryption.

Configuring Users in SafeUTM

Allow the user to connect via VPN from the Internet by checking in the user settings (Users ->
User & Group -> General tab) in the box Allow remote access via VPN.

Possible Problems

e The provider from the gateway’s side or from the connected client’s side blocks the GRE
protocol with which the PPTP connection takes place. In this case, when trying to connect
to an external SafeUTM address, error 619 will occur. You can determine on which side the
problem is by connecting from different places and from different providers. If it is
possible to connect from some places, it means that the problem is on the side of those
clients who cannot connect. When the provider is determined, you need to try to solve the

problem with them or use IPsec-1IKEv2 or SSTP.

e TCP port 1723 is blocked. You can check the port availability using standard network
utilities such as telnet. If there is no connection to this port, then the tunnel cannot be
established.

e The user's username or password is incorrect. If this happens, it is often suggested to
specify the domain when reconnecting. Try to create alphanumeric passwords, preferably
in Latin, for your accounts. If the password is entered incorrectly more than 6 times, the
user's IP address will be blocked by the password attack protection service.

e If the connection is made with Windows OS, then in order for the packets to go through it,
you need to make sure that the following box is checked in the connection settings Use
default gateway on the remote network in the section VPN connection properties
-> Network tab -> Internet Protocol Version 4 (TCP/IPv4) properties ->
Advanced. If it is not necessary to route all packets to this interface, then the route must
be written manually.

e When the error The connection was terminated by the remote computer occurs, it
is necessary to enable MPPE 128-bit support (In Windows this option is enabled by default)
and only check MSCHAPV2 among authorization protocols.

If a VPN connection is established but it is not possible to
access local network resources

Follow the recommendations in the article Features of Routing and Access Organization.


https://docs.safedns.com/books/42-setup-users/page/ipsec-ikev2
https://docs.safedns.com/books/42-setup-users/page/sstp
https://docs.safedns.com/books/42-setup-users/page/features-of-routing-and-access-organization

Authorization by PPPoE

Authorization by PPPoE protocol involves authorization via a secure network tunnel between the
user’s network device and the SafeUTM server. A login/password bundle is used for user
authorization. With this type of authorization, the assignment of the workstation IP address is not
required, since an IP address will be assigned automatically upon successful authorization and
creation of a secure network tunnel.

To set up authorization by PPPoE protocol you need to perform the following actions:

1. Go to Users -> VPN connections.



2. Select PPPoE Authorization and click Save.

VPN connections ~
Working

General Fixed VPN IP addresses

General settings

Metwork for VPM connections

( 192.168.0.0/16

[[] PPTP connection
PPPOE connection

[] IKEv2/IPSec Connection
Domain
safeutm.com

[[] sSTP Connection

. Part -
1443

[J L2TP/IPSec Connection

111111111111111111111111111111


https://docs.safedns.com/uploads/images/gallery/2022-08/6NFrrW2AlWNWAzLE-1-authorization-by-pppoe.png

You can edit your login and password in the tab Users -> User & Group upon selection of a
necessary user.
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The user is assigned an IP address automatically from the pool of addresses for VPN configured in
the section Users -> VPN connections (for example, 10.128.0.0/16).


https://docs.safedns.com/uploads/images/gallery/2022-08/VK8hV5qWa4tdvFOi-2-authorization-by-pppoe.png

In order to set up a static binding of addresses issued via VPN to certain users, go to Users ->
VPN connections -> Fixed VPN IP Addresses, click and specify the intended user and IP
address. An example of a fixed VPN IP address can be seen below:

VPN connections ~ &) ﬁP o @
Waorking
General Fixed VPN IP addresses

Network for VPN connections: 192.168.0.0/16

User IP address Operations

=2 Ryan Howard 192.168.150.535

Authorization by PPPoOE is possible only in one Ethernet segment with local SafeUTM
interfaces.
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IPSec IKEv2

This VPN protocol is preferable and recommended for all usage scenarios.
Instructions for setting up VPN connections on different operating systems are available

here.

Setting up VPN Server in SafeUTM

1. To enable authorization by IKEv2, check the corresponding box Connection via
IKEv2/IPsec in the Web interface section Users -> VPN connections.
2. Routes are transmitted to clients to your local networks automatically. To control access

to networks, use Firewall.


https://docs.safedns.com/books/44-setup-traffic-rules/page/firewall
https://docs.safedns.com/books/6-instructions-and-troubleshooting/chapter/instructions-for-creating-vpn-connections

3. Connection is possible only by domain name (not by IP address), therefore it is necessary
to have a domain name that resolves to the IP address of the SafeUTM external interface.

In the Domain field, this DNS name must be specified. It is necessary to issue a Let's
Encrypt certificate.
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4. For users who need to connect from outside via VPN, check the box Allow remote

access via VPN in the user tree. The username and password specified here will be used
to connect.

IPsec IKEv2 Support in Client OS


https://docs.safedns.com/uploads/images/gallery/2022-08/qCSx7gV5jXh1VO4M-1-ipsec-ikev2.png

Microsoft Windows 7 (2009). Requires installation of a Let's Encrypt root certificate
Apple MacOS X 10.11 "El Capitan" (2015)

Linux NetworkManager plugin (since 2008)

Google Android 11 (2020). On older versions, you can use the StrongSwan application
Apple iOS 9 (iPhone 4S) (2015)

KeeneticOS 3.5

Mikrotik

o Cisco routers


https://wiki.strongswan.org/projects/strongswan/wiki/NetworkManager
https://play.google.com/store/apps/details?id=org.strongswan.android

SSTP

SSTP (Secure Socket Tunneling Protocol) is a protocol of secure traffic tunneling based on SSL/TLS.
It is supported by Windows OS Vista and above, as well as Mikrotik, Keenetic routers, and others.

If possible, do not use this type of connection. This connection method passes through NAT
better than others, but with unstable communication quality, it works much worse than other
VPNs (especially when transmitting audio/video), since it encapsulates all data inside TCP. It
is recommended to use IPsec-IKEv2 instead of SSTP.

UTM does not support Mikrotik connection over SSTP because Mikrotik uses an old and
insecure SHA-1 algorithm.

Setting up SafeUTM

It is not recommended to use SSTP for VPN connections from the local network.
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connect from outside via VPN, check the box Allow remote access via VPN in the user tree. The
specified username and password will be used for the connection.

VPN setup instructions for different operating systems can be found here.

If a VPN connection is established but it is not possible to
access local network resources

Follow the recommendations in the article Features of Routing and Access Organization.


https://docs.safedns.com/books/42-setup-users/page/features-of-routing-and-access-organization
https://docs.safedns.com/books/6-instructions-and-troubleshooting/chapter/instructions-for-creating-vpn-connections

L2TP IPSec

If possible, do not use this type of connection. This connection method can be unstable, has
huge redundancy, has low performance, and does not support the strongest encryption.
IPsec-IKEv2 is recommended instead.

All modern operating systems support IKEv2, or there are applications for them.

Configuring SafeUTM Global Settings



Go to Users -> VPN connections.
Check the box L2TP/IPsec Connection.
Enter the secret phrase (PSK key).

Click on Save.

= A\ e
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PowerShell - script for configuring connections

Configuring Users in SafeUTM
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Allow the user to connect via VPN from the Internet by checking in the user settings (Users ->
User & Group -> General tab) in the box Allow remote access via VPN.

L2TP IPsec clients behind the same NAT may experience connectivity issues if there is more
than one client. Instructions can help solve the problem. We recommend using IKEv2

IPSec instead of L2TP IPsec.

If a VPN connection is established, but you cannot access
local network resources

Follow the recommendations in the article Features of Routing and Access Organization.


https://docs.safedns.com/books/42-setup-users/page/features-of-routing-and-access-organization
https://docs.microsoft.com/en-us/troubleshoot/windows-server/networking/configure-l2tp-ipsec-server-behind-nat-t-device
https://docs.safedns.com/books/42-setup-users/page/ipsec-ikev2
https://docs.safedns.com/books/42-setup-users/page/ipsec-ikev2

User's Personal Account

To quickly configure user connections, you can enable access to the SafeUTM web interface.

In the personal account accessible with the use of SafeUTM accounts details (local or domain, in

case of integration with Active Directory), users will be able to download ready-made
PowerShell scripts to create user connections and a link to instructions for setting up a VPN and
running scripts.

You can enable access from the Internet to your personal account and SafeUTM administration web
interface in the section Server Management -> Administrators by enabling the setting Access
to the web interface from external network. After enabling the parameter, the personal
account and the web administration interface will be accessible by the IP address of the SafeUTM
external interface.

If the external IP address of SafeUTM is not included in the "white" networks, then you need
to forward port 8443 on the upstream device.

Administrators o ﬁp o ®

For S5H atcess, use the administrator's login and password. S5H is available only to administrators with the "Administrator” role.
@ Accesstothe web interface from external network
®» Access via SSH from the local network

B Access via SSH from the external network

Name Login Role Operations

Administrator testadmin Administrator 7

When logging in under a user account (including those imported from Active Directory), it will be
possible to download scripts for creating VPN connections and a link to instructions for their
implementation.

Users will also be able to remotely administer the SafeUTM server.


https://docs.safedns.com/books/42-setup-users/page/integration-with-active-directory
https://docs.safedns.com/uploads/images/gallery/2022-08/V7uX0BuD6mqVbqwO-1-users-personal-account.png

Features of Routing and
Access Organization

If VPN is required only to access local network resources

If you need to access the Internet directly through your provider, and you need to use a VPN only
to access corporate network resources on computers connected via VPN, you need to configure the
following settings.

e In the VPN connection properties, uncheck the box Use primary gateway on remote
network. Tab Network -> Internet Protocol version 4 -> Advanced -> IP Settings.

B Safe Properties
General Options Securty MNetworking  Sharing

This connection uses the following items:

2 Intemet Protocol Version & (TCP/IPvE) ]
. Intemet Protocol Version 4 (TCP/IPv4) Advanced TCP/IP Settings

et Protocol Version 4 (TCP/IPv4) Properties 4 IP Settings DNS  WINS

General This checkbox only applies when you are connected to a local
netwark and a dial-up network simutaneously. When checked, data
You can get IP settings assigned automatically f your network that cannot be sent on the local network is forwarded to the dial-up
supports this capability. Ctherwise, you need to ask your network netwark.

administrator for the appropriate IP settings.

[ Use default gateway on remate network
Q) Obtain an IP address automatically

() Use the following IP address: [ Disable class based route addition

| : : : B tutomatic metric

{0 Obtain DNS server address automatically
(") Use the following DNS server addresses:

Advanced. ..

oK Cancel Cancel

e Create a route to the corporate network (in Windows 7, 8, 8.1, and 10, a route based
on the class will be automatically created, depending on the address that the
connection will receive via VPN. For example, a route will be added for the
10.0.0.0/8 network if the VPN server receives an address from the 10.128.0.0/16
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network). For IPsec-IKEv2, you can configure automatic route acquisition.
Route example: if the corporate network is 172.16. 0. 0/16 , and the network for VPN
connections is configured to SafeUTM 10.128.0.0/16 (and the IP address is issued to the
VPN connection from the same network), then the route will be: route -p add 172.16.0.0
mask 255.255.0.0 10.128.0.1

e In some cases, the route may not work, then there is a ping to the protected interface (
10.128. 0.1 ), but there is no ping to the hosts in the LAN. In this case, when creating a
route, you need to specify the number of the VPN connection interface. The final route will
be as follows: route -p add 172.16.0.0 mask 255.255.0.0 10.128.0.1 if nn
where nn is the number of the VPN connection interface which can be viewed when the
VPN connection is active in the output of the route print command in the console section
List of Interfaces.

If it is not possible to access computers in the local
SafeUTM network

e Make sure that the local network (or the address on the network card) on the remote
machine does not intersect with your organization's LAN, if it intersects, then there will be
no access to your organization's network (traffic on the routing table will go to the
physical interface, and not to VPN). Addressing must be changed.

e SafeUTM must be registered as the main gateway on LAN computers. If this is not the
case, then you need to register the appropriate route manually on the devices, so that
network packets go to SafeUTM for the VPN network.

Example: route -p add 10.128.0.0 mask 255.255.0.0 10.1.1.1
where 10.128. 0. 0/16 is the address of the SafeUTM VPN network (configured in Users ->
VPN connections), and 10.1.1.1 is the IP address of the local SafeUTM interface.

e Check the firewall settings (FORWARD table) in SafeUTM for prohibiting rules.

e Computers and servers on Windows OS can restrict access to network folders using
network profile settings rules (both on the side of the computer connecting via VPN, and
on the side of computers and servers in LAN):



Metwork and Sharing Center » Advanced sharing settings

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile,

Private

Guest or Public (current profile) .

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers,

i3 Turn on network discovery
D Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by pecple on the network.

() Turn on file and printer sharing

0 Turn off file and printer sharing

All Metworks

Enable access to files and printers for All Networks and Private Networks profile.

You can do this using PowerShell (launched with rights elevated to the administrator) by running

the command:
Enable-NetFirewallRule -Group "@FirewallAPI. dl1, - 28502"

e Windows Defender Firewall may block access to certain programs or services (including
RDP) to external networks.
Check it in the settings of incoming and outgoing connections (you need to allow access
from frequent and local networks):
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e Antivirus software on the computer may block access to it from non-local networks. Or
block access to specific programs.
For example, for some antiviruses, it is necessary to add a network for VPN connections
(10.128.0.0/16 by default ) to exceptions.
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Instructions for running
PowerShell scripts

Use ready-made scripts downloaded from your server to create a VPN connection in Windows
versions 8.1 and 10.

If you are using Windows 7, you must create the connection manually (see Manually create user-

side VPN connections).

Which VPN protocol should | choose?

With several options for possible VPN connections, choose protocols according to the following
criteria:

1. IKEv2/IPsec is the best protocol in terms of performance and connection reliability.

2. SSTP is a protocol based on TCP and SSL. Choose it if the IKEv2 connection does not go
through your provider.

3. L2TP/IPsec is reliable in terms of encryption, but not the most optimal in terms of speed
and performance.

How do | run a PowerShell script?

1. Download the script:
From SafeUTM:

e By navigating to the section Users -> VPN connections

e Set the flag for the required connection protocol, if required, fill in the fields and click
Save

e Click on the link PowerShell - script to configure connections


https://docs.safedns.com/books/6-instructions-and-troubleshooting/page/creating-a-vpn-connection-in-windows-7
https://docs.safedns.com/books/6-instructions-and-troubleshooting/page/creating-a-vpn-connection-in-windows-7
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e Transfer the downloaded file to the device where you want to create a VPN connection.
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2. Right-click on the downloaded file and select Properties from the context menu.
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3. Check the box Unlock in the lower right corner of file properties (by default, the OS blocks the
execution of files downloaded from the Internet)

General  Securty Details Previous Versions

= |5afe_UTru1_vPN_|_2TF (?)ps |

Type of file:  Windows PowerShell Script (ps1)

Opens with: E MNotepad Change...
Location: C:\Users\supportteam*Downloads
Size: 811 bytes (811 bytes)

Size ondisk:  4.00 KB (4,096 bytes)

Created: Wednesday, August 31, 2022, 10:18:43 PM
Modified: Wednesday, August 31, 2022, 10:18:43 PM
Accessed: Today, August 31, 2022, 12 minutes ago

Attributes: []Readonly [ Hidden Advanced...

Security: This file came from another
computer and might be blocked to Unblack
help protect this computer.

Cancel Aoly
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4. Right-click on the file again and select Run in PowerShell in the context menu.
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If the error "Script execution is disabled on this system" appears, you need to enable script
execution by running the command in PowerShell (call it up from the Start menu): Set-
ExecutionPolicy Unrestricted

5. Answer Yes to the question about making changes to your computer.

6. The connection is created. Click Connect in the list of your networks.

What should | do if I can't run the script?

You may not have enough rights to run scripts or PowerShell is not installed on the system.

Use the instructions for creating a connection in Windows 10 and Windows 7.
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