Authorized users and VPN
users

This section contains data about users authorized on the server, interfaces, and CPU utilization, as
well as traffic data in real-time.

Authenticated users

The full list of users authenticated in UTM can be viewed as a table in the section Monitoring ->
Authorized users.

Status Description
Vv’ Connected. The user is authorized.
|

License limit exceeded. This session is locked. Appears
D! if the number of licensed users is exceeded or the user
already has 5 active sessions.

The session is deleted. Appears if a session with a
b dynamic IP address has been terminated. A session with
this status will be deleted after 30 seconds.

An example of a table with authorized users can be seen in the screenshot below:
Authorized users o EP © @

2 authorized sessions:

Filters
Q m
. Connection Connection date Online i
Status Login Name IP-address MAC address . i Operations
type and time time
Dwight 1P + MAC )
v schrute Schrute 10.200.1.182 28:88:27:31:89:81 (permanent) Aug 30,2022,11:56 AM 1 day
v subnet1 Subnet 1 192.168.160.0/24 - Subnet Aug 31,2022,10:50 PM 42 minutes b4

If necessary, a user can be re-authorized in the Operations column.

VPN Users
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The section Monitoring -> VPN users displays the list of all users in whose user settings Allow
Remote Access via VPN is enabled, and who have been authenticated via VPN.

An example of a table with users connected via VPN can be seen in the screenshot below:

VPN users o ,:P B @

1 active connections (from 1)

Connection type 1 Username External IP address Location Ban VPN

pptp Michael Scott %

If you click on the "X" button in the Ban VPN column, then UTM will deny this user a VPN
connection and clear the Allow remote access via VPN check box in the Users -> User &
Group section.
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