
1. Obtain a personal authKey from SafeDNS support in your Personal Account in the form of a
String (Base64 encoding is handled on our side). Example format:
MGNjYnYyYWItMTQxNy00MjVlqTkzNjEtMDMzY2I2MTU4YzVi.

2. Install the SafeDNS application in the MDM Integrator's Personal Account by adding it through
Apple Store App in the Apps catalog.

3. Then, configure the app settings depending on the integrator's IDE, such as App Config,
Managed Configuration (SimpleMDM) or Managed App Configuration (Jamf Pro).

4. Wait for the application to be deployed on the devices. After successful installation, the
application will be configured with the authKey that the client (IT admin) added to the App
Configuration.

5. Once the initial setup is complete and the device is registered in the SafeDNS Dashboard, create
a Custom Configuration Profile in the Integrator's menu. This profile should include our
DNSProxy.mobileconfig with the AppBundleIdentifier: com.safedns.agent and
ProviderBundleIdentifier: com.safedns.agent.dnsProxy. Then, this profile is deployed to the devices.
After the profile is installed, a new DNS Proxy Server section will appear in the smartphone's
settings with SafeDNS parameters, initiating the traffic interception, redirection, and filtering
module.

The filtering process may take 5-7 minutes to start.

1. Create an account on https://simplemdm.com and add your Apple id.

2. Obtain a personal authKey from SafeDNS support in your Personal Account in the form of a
String (Base64 encoding is handled on our side). Example format:
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MGNjYnYyYWItMTQxNy00MjVlqTkzNjEtMDMzY2I2MTU4YzVi.

2. Install the SafeDNS application in the SimpleMDM Personal Account by adding it through Apple
Store App in the Apps catalog.
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3. Click on SafeDNS in the catalog and select Managed Configuration.

4. Add the authKey from SafeDNS.
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5. Now the application can be deployed on the devices.

If your devices are already enrolled the deployment will be done automatically.
If not you first need to enroll them in SimpleMDM: Go to Devices > Enrollments > Add Enrollment.

After successful installation, the application will be configured with the authKey that the client (IT
admin) added to the App Configuration.

6. After the application is installed on the devices, complete the full configuration of the app.

Once the initial setup is complete and the device is registered in the SafeDNS Dashboard, create a
Custom Configuration Profile in the Integrator's Personal Account. Upload the custom
DNSProxy.mobileconfig profile (received from SafeDNS).
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This profile includes DNS-Proxy details showed below

Depending on the connection speed and profile propagation on the devices, a DNS-Proxy section
with our settings will be added to the Device Management and VPN menu in the device settings.
After this, the application and filtering module will synchronize, and filtering will begin based on the
configuration settings in the SafeDNS.com Personal Account.

The filtering process may take 5-7 minutes to start.

Please find below the link to the file: SafeDNSProxy_Enterprise.mobileconfig
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