Mobile Devices Filtering
Setup

Please note, that this filtering option works via the third-party app OpenVPN.
If you encounter any issues, please contact our Technical Support.

iPhone and iPad

1. Open the SafeDNS Dashboard and navigate to Settings > Devices.
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2. Scroll down to the VPN section, enter any name for a new VPN connection, and click Add.

Choose a filtering policy before adding a VPN connection, if needed.
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3. Upon creating the connection, two icons will appear in the "Certificate" column. One is for
downloading the Certificate, and the other is for sending it by email. Click the "Letter" icon to send
the configuration file to your SafeDNS account email.

Multiple devices can use the same filtering policy, but each device should use its own VPN
certificate.
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You can also change the filtering policy of the created VPN connection by clicking on the pencil icon
to the right. Please note, that you don't need to redownload your VPN certificate on your mobile
device if you change its filtering policy.
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4. Install the OpenVPN client from the App Store (the app is free of charge).

5. Open the received email on your mobile device and press on the Certificate. Choose a Certificate
to open with the OpenVPN app.
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6. Press the green plus icon to add the OpenVPN certificate.
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WELCOME TO OPENVPN

OpenVPN requires a profile (.ovpn file) to connect to a server. Please use one of the
following apps to import a profile:

@ Import your Private Tunnel profile, Go

o If you are importing a profile from an OpenVPN Access Server, log into the
' server using Safari and click on "user-locked" or "autologin” profile,

Go

ﬂ Using iTunes Sync, select your device, go to OpenVPN under the "apps" tab,
and drop your .ovpn and related cert/key files into the file sharing window.

If you receive the profile as a .ovpn attachment in the Mail app, you can open it
in OpenVPN (Note: this method is less secure).

6 More Help...

MNEW PROFILES ARE AVAILABLE...

ﬁ 1 new OpenVPN profile is available for import. @

MORE FROM OPENVPN TECHNOLOGIES...

vpn.safedns.com/profile-35839
Autalagin profile

@ Private Tunnel == Your Secure and Private Path to the Internet

Q OpenVPN Access Server -- VPN Solution for your Business

OpenVPN is a registered trademark of OpenVPN Technologies, Inc.

7. Activate the "Connection" switch to establish the VPN connection.
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Your device is now filtered with the SafeDNS filtering policy.

Android Devices

1. Open the SafeDNS Dashboard and navigate to Settings > Devices.
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2. Scroll down to the VPN section, enter any name for a new VPN connection, and click Add.

Choose a filtering policy before adding a VPN connection, if needed.
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3. Upon creating the connection, two icons will appear in the "Certificate" column. One is for
downloading the Certificate, and the other is for sending it by email. Open your SafeDNS
Dashboard on your mobile device, and press the "Cloud download" icon.

Alternatively, you can click the "Letter" icon to send the configuration file to your SafeDNS account
email.

Multiple devices can use the same filtering policy, but each device should use its own VPN
certificate.

You can also change the filtering policy of the created VPN connection by clicking on the pencil icon
to the right. Please note, that you don't need to redownload your VPN certificate on your mobile
device if you change its filtering policy.
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4. Install the OpenVPN app from Google Play (the app is free of charge).

5. Open the installed app and import the downloaded Certificate using the Android File Manager.
If you sent the certificate to your e-mail in step 3, open the attached file with OpenVPN Connect.
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6. Press "Connect" after the Certificate is imported.
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OpenVPN Connect

Profile Imported

To create a shortcut to this profile or access the
profile context menu (for rename, delete, etc.),
touch the edit icon on the right. To switch to a
different profile, tap the profile name briefly.

OpenVPN Profile: B
vpn.safedns.com [profile-35839] ~

> Profile successfully imported :
vpn.safedns.com [profile-35839]

Your Secure and Private Path to
the Internet

https://www.privatetunnel.com/

VPN Solution for your Business
http://openvpn.net/as/

OpenVPN is a registered trademark of OpenVPN
Technologies, Inc.
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Your device is now filtered with the SafeDNS filtering policy.

Please note that settings take 5-7 minutes to apply.
Stats and filtering status update every 10 minutes.
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