SafeDNS Application
deployment using MDM
Integrators for 10S

General guide

1. Obtain a personal AuthKey from SafeDNS support in your Personal Account in the form of a
String (Base64 encoding is handled on our side). Example format:
MGN;jYnYyYWItMTQxNy0OM;VIgTkzNjEtMDMzY212MTU4YzVi.

2. Install the SafeDNS application in the MDM Integrator's Personal Account by adding it through
Apple Store App in the Apps catalog.

3. Wait for the application to be deployed on the devices.

4. Once the initial setup is complete and the device is registered in the SafeDNS Dashboard, create
a Custom Configuration Profile in the Integrator's menu. This profile should include our
DNSProxy.mobileconfig with the AppBundleldentifier and the AuthKey: com.safedns.agent and
ProviderBundleldentifier: com.safedns.agent.dnsProxy. Then, this profile is deployed to the devices.
After the profile is installed, a new DNS Proxy Server section will appear in the smartphone's
settings with SafeDNS parameters, initiating the traffic interception, redirection, and filtering
module.

The filtering process may take 3-5 minutes to start.

SimpleMDM example
1. Create an account on https://simplemdm.com and add your Apple id.
2. Obtain a personal authKey from SafeDNS support in your Personal Account in the form of a

String (Base64 encoding is handled on our side). Example format:
MGNjYnYyYWItMTQxNy0OM|VIgTkzNjEtMDMzY212MTU4YZzVi.
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Windows

1. Download the Agent for Windows _ FAQ

‘Windows 10 & 11 f Windows 8.1 and earlier

2. Follow the instructions and install Agent

https://doh.safedns.com
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2. Install the SafeDNS application in the SimpleMDM Personal Account by adding it through Apple
Store App in the Apps catalog.
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3. Now the application can be deployed on the devices.

If your devices are already enrolled the deployment will be done automatically.
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After a successful installation, the application does not need to be launched on end devices.

4. After the application is installed on the devices, complete the full configuration of the app by
adding the profile with the authKey.

Once the initial setup is complete and the device is registered in the SafeDNS Dashboard, create a
Custom Configuration Profile in the Integrator's Personal Account. Upload the custom

DNSProxy.mobileconfig profile (received from SafeDNS).
This profile includes DNS-Proxy details showed below where you need to change one line by
adding the AuthKey:
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<key>AuthKeyBaseb4</key>
<string>!!!! Enter here your AuthKey</string>

"1111 Enter here your AuthKEY" - needs to be replaced with the AuthKey received from
SafeDNS support

*Name TestSafeDNSProfile

Description

Optional description presented to the end user.

For macOS devices, deploy as a device profile instead of a user profile.

Re-install profile automatically after macOS software updates are detected.
Profile identifier

* Mobileconfig BbibpaTtb daiin  dain He BbiGpaH

Upload a .mobileconfig file or use the editor below

ity <string>com.apple.dnsProxy.managed</string>
18 <key>PaylloadUUID</key>

19 <string>B2AC9479-5EAB-42DF-B46B-(99(4D75EEC4</string>

20 <key>PayloadVersion</key>

il <integer>1</integer>

22 <key>ProviderBundleIdentifier</key>

28] <string>com.safedns.agent.enterprise.dnsProxy</string>

24 <key>ProviderConfiguration</key>

251 =5

26 <key>AuthKeyBaseb4</key>

27 <string- (Y / 5t r 1n g >
28

29 <string>{{device_name}}</string>

30 </dict>

sl </dict>

52 </array>

33 <key>PayloadDisplayName</key>

34 <string>NewSafeDNSProxy</string>

35 <key>PayloadIdentifier</key>

36 <string>MacBook-Pro---Andy.A45B6340-A35E-4A7E-AFOF-660720474DCD</string>
37 <key>PayloadRemovalDisallowed</key>

38 <false/>

39 <key>PayloadType</key>

40 <string>Configuration</string>

41 <key>PayloadUUID</key>

Enable attribute support
Process variables in the uploaded profile.

Escape attributes

Escape any special characters in custom variables.

Please find below the link to the file: SafeDNS-Proxy.mobileconfig

Depending on the connection speed and profile propagation on the devices, a DNS-Proxy section
with our settings will be added to the Device Management and VPN menu in the device settings.
After this, the application and filtering module will synchronize, and filtering will begin based on the
configuration settings in the SafeDNS.com Personal Account.

The filtering process may take 3-5 minutes to start.
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