SafeDNS Root Certificate For
HTTPS Pages

About the certificate

Root certificate or SSL certificate is the main part of the website security. SSL certificate is
required for the correct operation of sites with a secure (HTTPS) connection. If you have issues with
displaying the SafeDNS block page (your internet browser shows a message "Unable to access the
site"), you need to download a SafeDNS certificate and configure it to use in your browser.

Please note that the certificate should be installed on each end device where you want
HTTPS pages to display correctly.

[[DownloadSafeDNS certificate

If the browser starts installing the certificate after you click on the button, cancel it, right-click on
the button and choose "Save as..."

Windows (Chrome, Edge, Opera browsers)

For Mozilla Firefox, see the next section.

1. Open the Start menu, type in 'Control Panel’, and open the suggested app.


https://safedns.com/downloads/safedns_root.crt
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2. Open Internet Options.
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3. Navigate to the Content tab and click Certificates.
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4. Navigate to the Trusted Root Certification Authorities tab, and click Import.
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5. Click Next in Certificate Import Wizard.
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&# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Cancel

6. Click Browse and select a downloaded SafeDNS certificate file.


https://docs.safedns.com/uploads/images/gallery/2022-08/LEcB73AGmz3HVE7O-5-safedns-root-certificate-for-https-pages.png

& ¥ Certificate Import Wizard

File to Import
Specify the file you want to import.
File name:
C:\Users\user\Downloads\safedns.crt

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialised Certificate Store (S5T)

Next Cancel

7. Make sure that the certificate is placed in the store Trusted Root Certification Authorities.
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Certificate store:
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Next

8. Close the window by clicking on Finish.

Cancel
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€& &% Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Wil e e s e i s VAL =d Trusted Root Certification Authorities
Content Certificate

File Name C:\Users\user\Downloads\safedns.crt
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9. Click on Yes when Security Warning appears.
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10. Close Certificate Import Wizard by clicking OK.

" Certificate Import Wizard X

0 The import was successful.

Mozilla Firefox (all platforms)

1. Click on the Menu button in the top right corner of the browser and select Settings.

2. Choose Privacy & Security in the left menu, scroll to the bottom of the page, and click View
Certificates.
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3. Select the Authorities tab and click Import.
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4. Select the downloaded SafeDNS Certificate, tick the box Trust this CA to identify websites,
and click OK.

Mac OSX

1. Press the hotkey CTRL + SPACE and type 'Keychain' in the Spotlight search. Open the
Keychain Access application.

Q keychain Access | 0

* Keychain Access

@ keych

@ Search the Web
& Searchin Finder
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2. Navigate to Login > System.
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3. Drag and drop the downloaded SafeDNS certificate on the right side of the Keychain Access
application where the rest of the certificates are stored.

4. Double-click on the SafeDNS certificate and select Properties certificate. In the opened
window, choose when to use this certificate, and select 'Always trust'. Close the window.
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5. Make sure that the SafeDNS certificate is marked as trusted for this account in the Keychain
Access application.
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iPhone and iPad

1. Download the SafeDNS certificate.

2. Allow the website to open Settings.

V

A

lgnore

This website is trying to open Settings to show you
a configuration profile. Do you want to allow this?

Allow

3. Tap Install.
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4. Tap on Install in the system warning window.
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Cancel Warning

UNMANAGED ROOT CERTIFICATE

Installing the certificate "SafeDNS Root CA" will add it to the list of
trusted certificates on your iPad. This certificate will not be trusted
for websites until you enable it in Certificate Trust Settings.

UNVERIFIED PROFILE

The authenticity of “SafeDNS Root CA" cannot be verified.

5. Tap Install in the confirmation window.
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Install Profile

6. Tap Done.
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7. Navigate to Settings > General > About > Certificate Trust Settings
8. Enable full trust for the SafeDNS Root CA certificate
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Root Certificate

Warning: enabling this certificate for
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any private data sent to websites.

Cancel Continue

Android

Menu items and the system interface might be different on your device.

1. Open the Settings app.
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2. Start typing "certificate" in the search box.
3. Choose the option related to the certificate installation, a new window will open.

4. Choose "Install certificates from storage".

< Credential storage

Storage type

Trusted certificates

User credentials

"||| noaimy

Install certificates from storage

5. Press "CA certificate".
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6. Follow the on-screen instructions to install the certificate.

Chromebooks and Google Workspace

In case the .crt certificate is not accepted, export it as a .pem file and import it into Workspace
Admin.

Troubleshooting

If you don't see the block page on HTTPS pages after the certificate installation, or there is a
browser warning about an invalid certificate, please, try reinstalling the certificate.

If the issue remains, [Jcontact our technical support team
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